
 

 

 

Acceptable Use Policy (ISP-002) 
 
1 Introduction 

 
1.1 This Acceptable Use Policy is a sub-policy of the Information Security Policy (ISP-001) and 

sets out the responsibilities and required behaviour of users of the University’s ICT facilities. 

1.2 By accessing or using the ICT facilities you agree to be bound by this policy and the 

overarching Information Security Policy, including all documents referred to in both. 

1.3 In addition to this policy, all users of the University’s ICT facilities must also comply with the 

JANET Acceptable Use Policy: https://community.ja.net/library/acceptable-use-policy. 

1.4 Members of staff should refer to Appendix A for the Supplementary Acceptable Use Policy 

for Staff. 

1.5 

https://london.ac.uk/sites/default/files/governance/ISP-001-information-security-policy.pdf
https://community.ja.net/library/acceptable-use-policy


 

 

 

3.4 Member account passwords must meet complexity requirements (at least 8 characters in 

length; contain at least one character from three of the following character sets: uppercase, 

lowercase, number and symbol; not contain a significant portion of your username and not 

be any one of your last ten passwords.) In addition, to prevent the use of weak passwords, 

single dictionary words and subtle variations such as adding a number or substituting the 

letter “o” with a zero, letter “a” with @ etc are likely to be rejected. Please note that some 

words associated with the University of London such as ‘Bloomsbury’, ‘Senate’ and 

‘Warburg’  are also subject to the same restrictions. 

3.5 You must not re-use your University account password for any other logon account or 

purpose. 

3.6 You must not share your password with anybody. Any request for your password should be 



 

 

 

4.7 You must not leave your computer or portable device unattended without locking the screen 

or logging out. 

4.8 You must not install or play games on the ICT facilities. 

4.9 You may use the ICT facilities for commercial activities only if you are an employee of the 

University or tenant organisation, and such use forms part of your duties of employment. 

 
5 Legal Requirements and Prohibited Use 

 
5.1 You must not use the ICT facilities in any way that could expose you or the University to any 

criminal or civil liability. 

5.2 You must use the ICT facilities in accordance with the following: 

5.2.1 Computer misuse – unauthorised access to accounts, programs and/or data (including 

copying, corrupting or deleting) and all forms of hacking are prohibited and may be an 

offence under the Computer Misuse Act 1990. 

5.2.2 Offensive material – you must not use the ICT facilities to access, store or distribute 

material that is obscene, indecent or pornographic. Exceptionally, researchers who intend 

to access, store or distribute such material legitimately in the course of their work must 

http://www.london.ac.uk/equality.html


 

 

 

should only use the University network for such activities to ensure they are flagged as a 

legitimate part of their research. 

5.2.6 Data – all data owned, processed or held by the University, whether primary or 

secondary, must be accessed, stored, transmitted, processed and backed up in a manner 

appropriate to its security classification. Refer to the University’s Data Classification 

Policy for further information. In particular, attention is drawn to data classified as high 

risk/impact which must not be transmitted or stored on removable media/portable devices 

in unencrypted form. 

5.2.7 Personal Data - data on living persons must be held and processed in accordance with 

the Data Protection Act 2018. Persons who hold personal data are, with few exceptions, 

required to notify the Information Commissioner of details of their processing of data, 

which must in any event be in accordance with the data protection principles set out in 

the Act. Refer to the University’s 

http://www.london.ac.uk/data-protection.html


 

 

 

6.1.5 is otherwise in accordance with this Acceptable Use Policy 

 
7 Monitoring and Privacy 

 
7.1 The University undertakes some routine monitoring of activity on the ICT facilities to ensure 

that they operate correctly and to protect against the risk of harm from viruses, malicious 

attack and other known threats. This does not normally involve the monitoring of individual 

communications or the disclosure of the contents of any user files. 

7.2 The University reserves the right to monitor your use of the ICT facilities, including emails 

sent and received, and web pages or other online content accessed: 

7.2.1 to protect the IT Facilities against viruses, hackers and other malicious attack; 

7.2.2 to assist in the investigation of breaches of this and other relevant University policies;  

7.2.3 to prevent or detect crime or other unauthorised use of the IT Facilities; 

7.2.4 when legally required to do so, for example as part of a police investigation or by order of 

a court of law; 

7.2.5 where such monitoring is necessary, to pursue the University’s other pressing academic 

and business interests, for example by reviewing the emails of employees on long-term 

sick leave or to disclose documents under the Freedom of Information Act 2000. 

7.3 In all cases, monitoring of individual content shall only be carried out if authorised by the 

Director of ITDS, and: the Director of HR for members of staff, visitors and third parties; the 

Dean or Deputy Chief Executive of SAS for School of Advanced Study students; and the 

Chief Executive or Deputy CE of UoLIP for International Programmes students. An impact 

assessment must first be carried out to take into account the justification of the monitoring 

and the need to observe academic freedoms. Monitoring will normally continue for a 

maximum of three months but may be extended if justified in the light of an updated impact 

assessment. 

7.4 Any information collected during the course of the monitoring will be held securely in 

accordance with the University’s Data Protection Policy. You will be given the opportunity to 

see and explain any data collected, as part of any disciplinary or grievance procedures that 

may result. 

 
 

8 Policy Awareness and Disciplinary Procedure 

 
8.1 This policy will be provided to all new and existing staff, students and members of the 

University. All other users of the University’s information systems will be advised of the 

existence of this policy, which will be made available on the University website.  

8.2 All users are required to familiarise themselves with this policy and comply with its 

requirements. 

8.3 Where an alleged breach of these conditions has occurred, all reasonable measures will be 

taken to investigate whether the allegation is justified and, if so, the necessary steps will be 



 

 

 

taken to prevent further abuse. This may involve the authorised inspection of a user’s files 

or email messages as described in paragraph 7 above. 

8.4 If a complaint or allegation is received, your access to the ICT facilities may be immediately 

suspended without notice, pending investigation. Wherever possible, users will be notified 

of such suspension. 

8.5 Penalties for breach of this policy may lead to the instigation of disciplinary procedures up 

to and including dismissal and, in certain circumstances legal action may be taken. The 

University may refer the user to the police where it reasonably believes a crime has been 

committed and will co-operate fully with any police investigations. 

 
 
 

9 Version Control 

 

Date 
 

Version Purpose/Change Author 

21/02/2017 1.0 Final version – approved by the 
Information Technology Governance 
Group (ITGG) and the Joint 
Negotiating and Consultation 
Committee (JNCC) 

IT Security & Business 
Continuity Manager 

13/11/2020 1.1 Updated Appendix A to include 
references to new BYOD policy. 

Associate Director IT 
Security & Business 



 

 

 

APPENDIX A

https://webdrop.london.ac.uk/


https://staysafeonline.org/stay-safe-online/keep-a-clean-machine/securing-your-home-network
https://staysafeonline.org/stay-safe-online/keep-a-clean-machine/securing-your-home-network


 

 

 

APPENDIX B 
 

Supplementary Acceptable Use Policy for Residents of Intercollegiate Halls 
 
1.1 General - Please be aware that by signing the Hall regulations form you are agreeing to 

abide by both this policy and the JANET Acceptable Use Policy. As with all Hall regulations, 

this agreement is personal to you. Thus, you are liable for any misuse of the internet 

connection provided in your accommodation and therefore subsequent misuse of the 

University’s computer network and/or JANET connection. You are strongly advised to 



 

 

 

c. Once the helpdesk receives a response they will advise what is required in order for 

reconnection to the internet service. Typically this will be to respond to the copyright 



 

 

 

inspection unduly, an inspection can only be done on a pre-arranged basis, where possible 

an inspection will be carried out within 5 working days of you contacting the IT support desk. 

It should however be noted that inspections are not regarded as high priority work and 

therefore there maybe times where it is not possible to arrange an inspection within these 

timeframes. 


