
 

stored    
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4.4 Are there any embargo periods?   
4.5 Are there any existing data sets in this area of 

research – how are they stored?  
 

4.6 If the data is to be shared, how will it be shared?  
 

5. Metadata  
 

5.1 What contextual details do you need to capture in 
order to make your data meaningful to users other 
than the project team? 

 

5.2 How will this metadata be captured for the purposes of 
the project? 

 

 

6. Storage  
6.1 Who is responsible for storing the data?    

mailto:research.ethics@sas.ac.uk
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APPENDIX A – Data protection  guidance   
 
The University is subject to the General Data Protection Regulation and the UK Data 
Protection Act 2018.    

1. Are you collecting personal data?  
 
The definitions of data in the legislation are as follows:  
 
Personal data  

�x information relating to an identified or identifiable natural person (‘data subject’);  
�x individuals can be identified, directly or indirectly, in particular by reference to an 

identifier such as a name, an identification number, location data, an online identifier 
or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person; 

�x applies only to living individuals “this Regulation should not apply to deceased 
persons” 

 
Special Category data  

�x personal data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership, and the processing of genetic data, 
biometric data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex life or sexual orientation 

 
Criminal Convictions data  

�x personal data relating to criminal convictions and offences or related security 
measures 

 
If you are collecting any of this type of data, please continue with the checklist. If NO, return 
to the Data Management Plan.  

‘Processing’ is the term used in data protection legislation around the holding of data. 
Everything you do with the data from collection to destruction is described as ‘processing’ by 
the law.  
 

2. Meeting the data protection principles  
 
The University is required to process personal data according to the following six principles:  
 

Data Protection 
Principles  

The context for research at the University  

Lawfulness, fairness and 
transparency 

The researcher explains to their interviewees how they 
processes personal data at the point of collection and for 
what purposes. In circumstances where the data is not 
sourced from the individual, information is made 
available which explains how the data is used.  
 

Purpose limitation The researcher only uses the personal data it has for the 
purposes it was collected for, unless certain safeguards 
around re-use apply.  
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Data Minimisation The researcher only collects personal data which is 
relevant to the purposes it is required for, unless certain 
safeguards around re-use apply. 

Accuracy The researcher ensures that the data is correct, up to 
date and able to be rectify any mistakes quickly 

Storage Limitation The researcher does not retain personal data for longer 
than it is needed, unless certain safeguards around long 
term or permanent storage apply.  

Integrity and 
Confidentiality  

The researcher protects their personal data against 
unauthorised access, loss or destruction by a range of 
security measures.  

3. What type of data subjects are you researching?  
 
The data subjects in research will likely fall into two categories:  
 

�x Individuals who provide a unique set of data directly (or via a mediator) to the 
researcher as part of a project, such as an audio interview, a questionnaire or a 
series of actions that give results (e.g. results from a physical or mental test) 

 
�x Individuals whose data is obtained by a researcher from primary source material or 

secondary literature (e.g. researching a living political figure from contemporary 
media or biographies, collating public social media handles and statements)  
 

 

4. What is the legal basis for processing?   
 
The University needs to meet one of the six lawful bases in order to process personal data. 
The most common for research contexts will be the following:  
 
Legal basis  Examples for a research context  
Necessary for the performance of a task 
carried out in the public interest or in the 
exercise of official authority vested in the 
controller 

Research as task carried out in the public 
interest   

 
 
The ‘participation consent form’ is a long established resource for academic researchers 
taking an ethical approach to working with research participants and should continue to be 
used. The University does not advise using ‘participation consent’ as a legal basis for 
processing personal data.  
 
For special category data, in addition to the original legal basis, the following are most likely 
to apply:  
 
Legal basis  Examples for a research context  
processing is necessary for archiving 
purposes in the public interest, scientific or 
historical research purposes or statistical 
purposes 

Collection of data in an interview; Storage 
and re-use of data in subsequent 
publications  
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processing relates to personal data which 



https://london.ac.uk/about-us/how-university-run/policies/data-protection-policy
https://london.ac.uk/about-us/how-university-run/policies/data-protection-policy
mailto:data.protection@london.ac.uk
https://www.sas.ac.uk/research/research-office/research-ethics
https://www.sas.ac.uk/research/research-office/research-ethics
https://ico.org.uk/
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APPENDIX B – Relevant Freedom of Information Act 
exemptions – research data  
 
The following is a brief summary of Freedom of Information exemptions that may be relevant to 
research data. If you received a Freedom of Information Request for your research data please 
contact the Data Protection and Information Compliance Manager as soon as possible.  

1. Exemptions under the Freedom of Information Act  
 
The Freedom of Information Act provides rights of access to information held by public authorities in 
England, Wales and Northern Ireland. If the University receives a request for information, it needs to 
provide it within 20 working days. The only information that can be withheld must relate to specific 
legal exemptions provided within the Act. The following exemptions may be relevant to research data. 
Some exemptions require a ‘public interest test’. This means that, even if the University agrees that 

https://london.ac.uk/about-us/how-university-run/policies/freedom-information
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2. Grounds for refusal  
 
There are two relevant sections of the Act which provide the University with grounds to refuse 
requests.  
 
2.1 Section 12 - Appropriate limits  
 
Section 12 of the Freedom of Information Act, ‘Exemption where cost of compliance exceeds 
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